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[bookmark: _Toc119316624]Purpose
To ensure the Board of Trustees meets its obligations under the Privacy Act regarding the collection use and disclosure of personal information
[bookmark: _Toc119316625]Definitions:
[bookmark: _Toc119316626]“Personal Information”
is any information about an identifiable living individual
[bookmark: _Toc119316627]“Agent”
means an agent authorised in writing
[bookmark: _Toc119316628]“Prospective Student”
means a person who provides personal information to South Westland Area  School with a view to enrolling as a student at South Westland Area  School and has never been and does not enrol at South Westland Area  School.
[bookmark: _Toc119316629]“Privacy Officer”
Means Mrs Bev Muir, South Westland Area School

[bookmark: _Toc119316630]Collection of Personal Information
[bookmark: _Toc119316631]Personal information
South Westland Area  School will not collect personal information unless:
The information is collected for lawful purposes connected with a function or activity of South Westland Area  School; and
The collection of the information is necessary for that purpose.
When South Westland Area  school collects personal information it will collect it directly from the individual concerned or in the case of a student or prospective student, from an adult with authority to provide that information.  The exceptions set out in Information Privacy Principle 2(2) apply. 
When South Westland Area  School collects personal information directly from the individual concerned it must comply with Information Privacy Principles 3 and 4. (see appendix 1)
[bookmark: _Toc119316632]Staff
South Westland Area  School will keep all personal information that it holds or obtains about a staff member in a personal file for that staff member.
South Westland Area  School will keep a staff members personal file for 7 years after the end of the employment relationship between it and the staff member.  At the end of that period the staff member’s personal file will be destroyed unless there is a good reason why it should not be.
[bookmark: _Toc119316633]Students
South Westland Area  School will keep a personal file for each student that includes the following personal information:
Full name and address
Date of birth
Identification number, if any, assigned by South Westland Area  School
Citizenship or residency status in New Zealand
Ethnicity (required for Ministry of Education purposes)
Immunisation status
Previous dental clinics attended
Home address and phone number
Home address and phone numbers, and other contact information for parents and caregivers
Any information about custody orders or other legal issues that have bearing on the student and his/her relationship with the school.
Information about previous schooling, including previous schools attended, achievement information, special education needs and social and behavioural needs, and information about previous suspensions or exclusions from schools.
Information about health needs required for the school to give proper care to the student
The progress of the student at South Westland Area  School (including the principal results achieved by the student) in his or her course of study.
Particulars of any education special needs, the support given, and the outcomes.
Particulars of any incidents of inappropriate behaviours and the actions taken as a consequence.
Records of payments for school activities.
Such other information as must be kept so that South Westland Area  School can fulfil its obligations to provide appropriate education, care and support for the student.
Any other information the Ministry of Education requires the school to collect.
[bookmark: _Toc119316634]Access to and Correction of Personal Information
Any staff member, student, prospective student or their agent may request access to all personal information about themselves held by South Westland Area  School other than evaluative material and other material that is subject to exception under the Information Privacy Principles in the Privacy Act 1993.
If such a request is made then South Westland Area  School will provide the person making the request with access to that information, either by providing a copy or allowing viewing of the personal information, within a reasonable time.
Anyone is entitled to request correction of their own personal information other than evaluative material and other material that is subject to exception under the Information Privacy Principles in the Privacy Act 1993.
Where such a request is made South Westland Area  School will decide whether or not to correct the personal information.  Once it has decided South Westland Area  School will inform the staff member, student, prospective student or their agent of its decision.
If South Westland Area  School decides not to correct the person’s personal information then it will inform the person of their right to have their request and South Westland Area  School’s refusal noted on their personal file.
If a person decides to exercise this right then South Westland Area  School will note then the person’s request and South Westland Area  School’s refusal on the person’s personal file.
[bookmark: _Toc119316635]Requests for Personal Information
South Westland Area  School will not disclose personal information that it holds about any individual to any person, body or agency unless one of the exceptions in Principle 11 of the Information Privacy Principles applies.
[bookmark: _Toc119316636]Complaints
Any South Westland Area  School staff member, student or prospective student may complain to South Westland Area  School that there has been a breach of the Privacy Information Principles in relation to themselves.
If a complaint is made whether orally or in writing to a staff member by any individual regarding their own personal information then the staff member shall endeavour to resolve the complaint directly with the person concerned.
If the complaint is not resolved then the staff member shall refer the complainant to the School’s Privacy Officer (Mrs Muir).
On receipt of a complaint, the Privacy Officer will ascertain the nature of the complaint and endeavour to bring about a resolution to the complaint.
This procedure does not affect any rights the complainant might have under the Privacy Act 1993
[bookmark: _Toc119316637]
Appendix 1: Privacy Act Principles

INFORMATION PRIVACY PRINCIPLES AS OUTLINED IN THE PRIVACY ACT 1993

[bookmark: _Toc119316638]PRINCIPLE 1: Purpose of collection of personal information

Personal Information shall not be collected by any agency unless –
(a)	The information is collected for a lawful purpose connected with a function or activity of the agency; and
(b)	The collection of the information is necessary for that purpose.

[bookmark: _Toc119316639]PRINCIPLE 2: Source of personal information

1.	Where an agency collects personal information, the agency shall collect the information directly from the individual concerned.
2.	It is not necessary for an agency to comply with subclause (1) of this principle if the agency believes, on reasonable grounds, - 
(a)	That the information is publicly available information; or
(b)	That the individual concerned authorises collection of the information from someone else; or
(c)	That non-compliance would not prejudice the interests of the individual concerned; or 
(d)	That non-compliance is necessary – 
i.	To avoid prejudice to the maintenance of the law by any public sector agency, including the prevention, detection, investigation, prosecution and punishment of offences; or
ii.	For the enforcement of a law imposing a pecuniary penalty; or
iii.	For the protection of the public revenue or
iv.	For the conduct of proceedings before any court or [tribunal] (being proceedings that have been commenced or are reasonably in contemplation); or
(e)	That compliance would prejudice the purpose of the collection; or
(f)	That compliance is not reasonably practicable in the circumstances of the particular case; or
(g)	That the information – 
i.	Will not be used in a form in which the individual concerned is identified; or
ii.	Will be used for statistical or research purposes and will not be published in a form that could reasonably be expected to identify the individual concerned; or
(h)	That the collection of the information is in accordance with an authority granted under section 54 of this Act.

[bookmark: _Toc119316640]PRINCIPLE 3: Collection of information from subject

1.	Where an agency collects personal information directly from the individual concerned, the agency shall take such steps (if any) as are, in the circumstances, reasonable to ensure that the individual concerned is aware of –
(a)	The fact that the information is being collected; and
(b)	The purpose for which the information is being collected; and
(c)	The intended recipients of the information; and
(d)	The name and address of –
i.	The agency that is collecting the information; and
ii.	The agency that will hold the information; and
(e)	If the collection of the information is authorised or required by or under law, -
i.	The particular law by or under which the collection of the information is so authorised or required; and
ii.	Whether or not the supply of the information by that individual is voluntary or mandatory; and
(f)	The consequences (if any) for that individual if all or any part of the requested information is not provided; and
(g)	The rights of access to, and correction of, personal information provided by these principles.
2.	The steps referred to in subclause (1) of this principle shall be taken before the information is collected, or, if that is not practicable, as soon as practicable after the information is collected.
3.	An agency is not required to take the steps referred to in subclause (1) of this principle in relation to the collection of information from an individual if that agency has taken those steps in relation to the collection, from that individual, of the same information or information of the same kind, on a recent previous occasion.
4.	It is not necessary for an agency to comply with subclause (1) of this principle if the agency believes, on reasonable grounds,
(a)	That non-compliance is authorised by the individual concerned; or
(b)	That non-compliance would not prejudice the interests of the individual concerned; or
(c)	That non-compliance is necessary –
i.	  To avoid prejudice to the maintenance of the law by any public sector agency, including the prevention, detection, investigation, prosecution and punishment of offences, or
ii.	For the enforcement of a law imposing a pecuniary penalty; or
iii.	For the protection of the public revenue; or
iv.	For the conduct of proceedings before any court or [tribunal] (being proceedings that have been commenced or are reasonably in contemplation); or 
(d)	That compliance would prejudice the purposes of the collection; or
(e)	That compliance is not reasonably practicable in the circumstances of the particular case; or
(f)	That the information –
i.	Will not be used in a form in which the individual concerned is identified; or
ii.	Will not be used for statistical or research purposes and will not be published in a form that could reasonably be expected to identify the individual concerned.

[bookmark: _Toc119316641]PRINCIPLE 4: Manner of collection of personal information
Personal Information shall not be collected by an agency –
(a)	By unlawful means; or
(b)	By means that, in the circumstances of the case, -
i.	Are unfair; or
ii.	Intrude to an unreasonable extent upon the personal affairs of the individual concerned.



[bookmark: _Toc119316642]PRINCIPLE 5: Storage and security of personal information

An agency that holds personal information shall ensure –
(a)	That the information is protected, by such security safeguards as it is reasonable in the circumstances to take, against –
i.	Loss; and
ii.	Access, use, modification, or disclosure, except with the authority of the agency that holds the information; and
iii.	Other misuse; and
(b)	That if it is necessary for the information to be given to a person in connection with the provision of a service to the agency, everything reasonably within the power of the agency is done to prevent unauthorised use or unauthorised disclosure of the information.

[bookmark: _Toc119316643]PRINCIPLE 6: Access to personal information

1.	Where an agency holds personal information in such a way that it can readily be retrieved, the individual concerned shall be entitled –
(a)	To obtain from the agency confirmation of whether or not the agency holds such personal information; and
(b)	To have access to that information
2.	Where, in accordance with subclause (1) (b) of this principle, an individual is given access to personal information, the individual shall be advised that, under principle 7, the individual may request the correction of that information.
3.	The application of this principle is subject to the provisions of Parts IV and V of this Act.

[bookmark: _Toc119316644]PRINCIPLE 7: Correction of Personal Information

1.	Where an agency holds personal information, the individual concerned shall be entitled  -
(a)	To request correction of the information; and
(b)	To request that there be attached to the information a statement of the correction sought but not made.
2.	An agency that holds personal information shall, if so requested by the individual concerned or on its own initiative take such steps (if any) to correct that information as are, in the circumstances, reasonable to ensure that, having regard to the purposes for which the information may lawfully be used, the information is accurate, up to date, complete and not misleading.
3.	Where an agency that holds personal information is not willing to correct that information in accordance with a request by the individual concerned, the agency shall, if so requested by the individual concerned, take such steps (if any) as are reasonable in the circumstances to attach to the information, in such a manner that it will always be read with the information, any statement provided by that individual of the correction sought.
4.	Where the agency has taken steps under sub clause (2) or sub clause (3) of this principle, the agency shall, if reasonably practicable, inform each person or body or agency to whom the personal information has been disclosed of those steps.
5.	Where an agency receives a request made pursuant to sub clause (1) of this principle, the agency shall inform the individual concerned of the action taken as a result of the request.


 
[bookmark: _Toc119316645]PRINCIPLE 8: Accuracy, etc, of personal information to be checked before use

An agency that holds personal information shall not use that information without taking such steps (if any) as are, in the circumstances, reasonable to ensure that, having regard to the purpose for which the information is proposed to be used, the information is accurate, up to date, complete, relevant and not misleading.

[bookmark: _Toc119316646]PRINCIPLE 9: Agency not to keep personal information for longer than necessary

An agency that holds personal information shall not keep that information for longer than is required for the purposes of which the information may lawfully be used.

[bookmark: _Toc119316647]PRINCIPLE 10: Limits on use of personal information

An agency that holds personal information that was obtained in connection with one purpose shall not use the information for any other purpose unless the agency believes, on reasonable grounds, -

(a)	That the source of the information is a publicly available publication; or
(b)	That the use of the information for that other purpose is authorised by the individual concerned; or
(c)	That non-compliance is necessary –
i.	To avoid prejudice to the maintenance of the law by any public sector agency, including the prevention, detection, investigation, prosecution and punishment of offences; or
ii.	For the enforcement of a law imposing pecuniary penalty; or
iii.	For the protection of the public revenue; or
iv.	For the conduct of proceedings before any court or [tribunal] (being proceedings that have been commenced or are reasonably in contemplation); or
(d)	That the use of the information for that other purpose is necessary to prevent or lessen a serious and imminent threat to –
i.	Public health or public safety; or
ii.	The life or health of the individual concerned or another individual; or
(e)	That the purpose for which the information is used is directly related to the purpose in connection with which the information was obtained; or
(f)	That the information –
i.	Is used in a form in which the individual concerned is not identified; or
ii.	Is used for statistical or research purposes and will not be published in a form that could reasonably be expected to identify the individual concerned; or
(g)	That the use of the information is in accordance with an authority granted under section 54 of this Act.

[bookmark: _Toc119316648]PRINCIPLE 11: Limits on disclosure of personal information

An agency that holds personal information shall not disclose the information to a person or body or agency unless the agency believes, on reasonable grounds, -

(a)	That the disclosure of the information is one of the purposes in connection with which the information was obtained or is directly related to the purposes in connection with which the information was obtained; or
(b)	That the source of the information is a publicly available publication; or
(c)	That the disclosure of the individual concerned; or
(d)	That the disclosure is authorised by the individual concerned; or
(e)	That non-compliance is necessary –
i.	To avoid prejudice to the maintenance of the law by any public sector agency; including the prevention, detection, investigation, prosecution and punishment of offences; or
ii.	For the enforcement of a law imposing a pecuniary penalty; or
iii.	For the protection of the public revenue; or
iv.	For the conduct of proceedings before any court or (tribunal) (being proceedings that have been commenced or are reasonably in contemplation); or
(f)	That the disclosure of the information is necessary to prevent or lessen a serious and imminent threat to –
i.	Public health or public safety; or
ii.	The life or health of the individual concerned or another individual; or
(g)	That the disclosure of the information is necessary to facilitate the sale or other disposition of a business as a going concern; or
(h)	That the information –
i.	Is to be used in a form in which the individual concerned is not identified; or
ii.	Is to be used for statistical or research purposes and will not be published in a form that could reasonably be expected to identify the individual concerned; or
(i)	That the disclosure of the information is in accordance with an authority granted under section 54 of this Act.

[bookmark: _Toc119316649]PRINCIPLE 12: Unique identifiers

1.	An agency shall not assign a unique identifier to an individual unless the assignment of that identifier is necessary to enable the agency to carry out any one or more of its functions efficiently.
2.	An agency shall not assign to an individual a unique identifier that, to that agency’s knowledge, has been assigned to that individual by another agency, unless those 2 agencies are associated persons within the meaning of (section OD 7 of the Income Tax Act 1994).
3.	An agency that assigns unique identifiers to individuals shall take all reasonable steps to ensure that unique identifiers are assigned only to individuals whose identity is clearly established.
4.	An agency shall not require an individual to disclose any unique identifier assigned to that individual unless the disclosure is for one of the purposes in connection with which that unique identifier was assigned or for a purpose that is directly related to one of those purposes.
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